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Abstract. The paper studies a multiserver retrial queuing system with 7-defeat as a mathematical model of cloud
services. The arrival processes of “positive” calls are Poisson. The system has a finite number of servers and
the service time for calls at the servers is exponentially distributed. When all servers are busy, calls entering
the system transfer to an orbit, where they experience a random delay. After the delay, calls from the orbit
attempt to access the service unit according to a multiple access policy. The system also receives a stream of
negative calls. Negative calls do not require the service. An negative call “deletes” a random number of calls
is the service unit. For the considered model, the Kolmogorov equations are written in the steady state. The
method of asymptotic analysis under a heavy load condition is applied for deriving the stationary probability
distribution of the number of calls in the orbit. The results of the numerical analysis are presented.
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1. Introduction

Cloud technologies represent a model for providing computing resources on demand over the Internet,
where infrastructure, software, and data are located on remote servers (in the “cloud”) rather than on
the user’s local devices. Users access these resources via the Internet using various devices, such as
computers, smartphones, and tablets, and pay only for the resources actually consumed, making
cloud technologies a flexible, scalable, and cost-effective solution.

Cloud technologies encompass a wide range of services delivered over the internet, including
Infrastructure as a Service (IaaS) from AWS, Azure, and Google Cloud; Platform as a Service (PaaS)
such as Heroku and App Engine; Software as a Service (SaaS) like Microsoft 365 and Salesforce;
Functions as a Service (FaaS) such as AWS Lambda; as well as Database as a Service (DBaaS) and
cloud storage solutions such as Amazon S3, Azure Blob Storage, and Google Cloud Storage, providing
users with flexible, scalable, and cost-effective computing resources [1].
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Cloud technologies, as and development of new telecommunication networks, remains a priority
for science and technology, reflected in diverse approaches ranging from analytical methods [2],the
development of architectures for managing network slicing [3] and the performance modeling of
mmWave networks [4], requiring the advancement of analytical tools.

Mathematical modeling is critically important for the optimization of costs, the enhancement
of performance, and the assurance of reliability by predicting resource consumption, identifying
bottlenecks, and planning for scaling. It is particularly important that modeling allows for the
consideration of potential negative factors, such as software failures, cyberattacks, and accidents,
in order to develop effective protection and redundancy strategies, guaranteeing the uninterrupted
operation of the system.

In this paper, we present a mathematical model of a cloud in the form of a multi-server retrial
queueing system (RQ system) with negative calls.

Retrial queueing systems are mathematical models of queueing theory widely used to analyze and
optimize various telecommunications systems, mobile communication networks, and call centers [5-
7]. The main feature of such models is the presence of repeated calls to the server after an unsuccessful
attempt to receive the service. There is not a queue in the system, unserved calls go to an orbit (some
virtual place), where they perform a random delay. There is a random access protocol for all calls in
an orbit.

J. Artalejo and A. Gomez-Corral [5], G. Falin and J. Templeton [6] offered comprehensive treatments
in retrial queueing systems, establishing the groundwork for analyzing queues with repeated
calls. T. Phung-Duc [7] provides a survey of retrial queueing models, highlighting their theoretical
developments and diverse applications.

The concept of negative calls was pioneered by E. Gelenbe [8]. He introduced negative signals
that can remove calls from the system, providing a framework for modeling complex interactions in
various systems. This concept was further explored in [9, 10], solidifying the mathematical foundation
for this area, such models began to be called as G-networks and G-systems. Do [11] offers a valuable
bibliography on G-networks, negative calls, and their applications. M. Caglayan [12] highlighted the
applications of G-networks to machine learning and energy packet networks.

Later research has expanded upon these foundations, considering various aspects of G-networks
and retrial queues with negative calls. P. Bocharov and V. Vishnevsky [13] discussed the development
of the theory of multiplicative networks in the context of G-networks. Y. Shin [14] investigated
multiserver retrial queues with both negative calls and disasters, while R. Razumchik [15] studied
queueing systems with negative arrivals, a “bunker” for displaced calls, and varying service intensities.
M. Matalytski and V. Naumenko [16] analyzed queueing networks with bounded waiting times for both
positive and negative calls under non-stationary conditions. Further contributions to this field include
research on related queuing models. Liu et al. [17] explore a multiserver two-way communication
retrial queue subject to disasters and synchronous working vacations, offering insights into the
impact of disruptive events and service strategies on system performance. A. Melikov [18] considers
inventory queuing systems with negative arrivals. E. Lisovskaya et al. [19] investigate a resource
retrial queue with two orbits and negative customers. These works demonstrate a great interest and
expansion of the theoretical understanding and practical applications of G-systems with negative
calls.

In this paper, we consider a multiserver retrial queuing system with 7-defeat as a model for cloud
services. In terms of queueing theory, data flow in cloud services is described as an arrival process
in multiserver system, which defines a cloud node. The orbit is the storage location for so-called
“sleeping” requests, negative arrivals define hacker attacks.
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Figure 1. Multiserver retrial queueing systems system with 7r-defeat

The article is structured as follows. Section 2 describes a multiserver queueing system with retrials
and catastrophes in the service unit, formulates the problem statement, and writes down the system
of Kolmogorov equations. Section 3 is devoted to the asymptotic analysis method under heavy load
conditions, which is applied to solve the system of equations. In Section 4, we demonstrate some
numerical experiments that show the accuracy of the asymptotic results. Section 5 is devoted to some
concluding remarks.

2. Mathematical model

In this paper, we consider a multiserver retrial queueing systems (Figure 1). The arrival process is
Poisson with parameter 1, we will call these calls as “positive.” Positive calls arrive into a service
unit (which has K servers), until all servers become busy. The service time of each call is distributed
exponentially with parameter u. If all servers are busy, an arrival call goes to an orbit, where it
performs a random delay. The delay duration has an exponential distribution with parameter o.
From the orbit, the call again turns to the service unit. If there is a free server, the call begins its
service; otherwise, it returns to the orbit to make a next attempt. We suppose that there is a multiple
access policy in the orbit.

In addition, negative calls arrive into the system according to Poisson arrival process with parameter
y. A negative call does not need the service; it negatively affects the system. Here, we consider
a general model with negative arrivals - 7-defeat. It means that a negative call deletes k servicing
calls with probability 7, where k = 1, K. For the probability distribution of the number of deleted
calls, the normalization condition holds 211;1 T = 1.

Special cases of the presented model are considered in the previous studies, such as RQ with
disasters in the service unit (7, = 0 for k = 1,K —1 and g = 1) [20], the model with a single
destruction (7; = 1 and 7, = 0 for k = 2,K) [21].

Denote a random process of the number of calls in the orbit by i(t). The problem of obtaining the
stationary probability distribution of the number of calls in the orbit is posed.
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Due to i(t) is not Markov process, we introduce process k(t) determined states of the service unit
as follows:

0, if all servers are free,

1,if one server is busy,

k(t) = ;
k,if k servers are busy,

K,if all servers are busy.

Obviously, process {k(t), i(t)} is a continuous-time Markov chain. Let P{k(t) = k,i(¢) = i} = P(k, i)
be the stationary probabilities that the service unit is in state k and there are i calls in the orbit. The
system of Kolmogorov equations in the steady state has the following form

K K
—P(0,i)(A + io) + P(1, u + Y, P(k,i)y X, 7, =0,
k= v=k
— P(k, YA+ kgt + io +7) + Pk — 1L, DA £ P(k — 1,i + 1)o(i +1) +

) . M

+P(k+1Li)(k+Du Y, P,iymy_=0, withl <k<K-1,
v=k+1

—PK,))A+Ku+y)+P(K—-1,DA+P(K,i—1)A+P(K—1,i+ 1)o(i+1) =0.

In addition, the normalization condition must be taken into account:

Let us introduce the partial characteristic functions:

(k, i) =1.

||Mg

(e8]
Hy(u) = ). e/"P(k, i).
i=0
Then we rewrite System (1) as follows

5H0(u)

—Ho(WA + jo—— + Hl(u)ﬂ +7y Z Hy(u) Z 7, =0,

k( ) e 5Hk 1(“)

—H(uwA+ku+y)+ jo———= ++H,_ (WA +

: . @
+Hepn)k+Du+y Y, Hy@m =0, with1 <k <K -1,
v=k+1
—Hg(w)(A(1 —e/*) + Ku+y) + Hg_(w)A — jae‘j”w';—;l(m =
Summing up all equations of System (2), we obtain an additional equation
K-1
0H, (1) ju
o), =+ Hr(WAe/" = 0. (3)

k=0
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3. Asymptotic analysis

System (2)-(3) is a differential equations system of K functions, thus it is necessary to apply specific
methods for its solving. We propose the method of the asymptotic analysis under a heavy load
condition in this paper.

Let us denote the load parameter
A
p= K_M

The steady state condition is written p < S, where S is an upper limit value of the load parameter,
such as the system being unstable for p > S. Sometimes, S is called a throughput parameter. Note
that an expression for S is unknown for the considered model, but further we will derive it.

The asymptotic condition of a heavy load is described as p - Sore — 0, wheree = S — p.

The method of the asymptotic analysis consists of several steps. First of all, we introduce the
asymptotic notations:

A =(S —e)Ku, u=cew, H(u) = cF(w,e), Hg(u) = F(w, €).

From system (2)-(3), the following system of the asymptotic equation is obtained

K-1 K

+ R, + Felw, Oy +7 3 Rlw, O 3 7, = 0,
OF(w, ) - 5Fk 1(w E)
ow ow

—Fy(w, €)e(S — e)Ku + Jo.aFo(w )

— F(w, )e((S — e)Ku + ku +7) + jo + Fe(w, e)ymg i — joe I

K-1
| + B (w,0)e(S — Ku + Fpa(w, etk + Du+y Y. F(w,e)emy =0,1<k<K-2, )

v=k+1
6FK_1(w, 5) _ jo_e_jgw aF'K Z(w E)

— B, )e((S — Kp + (K = D +y) + jo——7 - 30

+ Fy_»(w, €)e(S — e)Ku + Fe(w, e)Ku + Fe(w,e)ym =0, k=K —1,

~Fe(w, (S ~ OKu(1 = %) + Ki +7) + 1 (w,)(S = K pae — joe 1w HELLD = g,

and

UKZ_I 0F,(w,¢)

_ jew _
e + Fx(w, €)(S — e)Kue 0. (5)

k=0
Under ¢ — 0 in system (4)-(5), we have

Jok(w) + Fe(w)ymg = 0,

JoF(w) — joF/_(w) + Fg(w)ymg_ =0,1 <k <K -2, ©)
JoFg_1(w) — joFg_»(w) + Fx(w)Ku + Fg(w)ym =0,

—joFg_1(w) — Fg(w)(Ku +y) =0,

and

+ Fg(w)SKu = 0. @)
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From system (6), it can be obtained the following expressions:

JolR(w) = —Fe(w)ymg,
JjOoR(w) = —Fe(w)y(mg + g1 + o + 1) =0, 1 <k <K —2, ®)
joFg_(w) = —Fg(w)(Kp +y) = 0.

From (8), let us express:

K-1
0F (w
Dy % = —Fx(w)Ku — Fe(w)y(Krg + (K — D7tg_y + ... + 270, + 711). )
k=0
Substituting (9) into (7), we obtain:
by

5= %,

+1,

K
where b = 3 kmy is a mean of the number of servicing calls deleted by negative arrivals.

k=1
In the next step of the asymptotic analysis, the following expansions for functions F(w, €) will be
used:
F(w,e) = F(w) + efi.(w) + O(e2). (10)

Substituting (10) into system (4)-(5) and taking into account (6)-(7), we derive
— SKueFy(w) + joFy(w) + joefy(w) + peF (w)+
K-1 K-1
+7 Z eF(w) Z 7Ty + yrgFg(w) + yemgFe(w) = 0,
k=1 v=k
— (kp + Y)eB(w) — SKueF(w) + joF(w) + joe fy(w)—
— joF_(w) + jo(jew)F;_,(w) — joefy_, + SKueF,_1(w)+

K-1
1+ k+DueF(w)+y Z ey Fy(W) + yemg i fu(w) + yg i Fgw) = 0,k = 1.k —2,  (11)

v=k+1
— SKueFg_1(w) — (K = D + y)eFg_1(w) + joFg_;(w)+
+ joefg_1(w) — joFg_(w) + jo(jew)Fg_,(w) — joefg_o+

+ SKueFx_,(w) + KuFg(w) + Kue fy(w) + ym Fe(w) + yem fy(w) =0,k =K — 1,
— SKu(jew)Fe(w) — (Ku + y)Fe(w) — (Ku + y)ef(w)+

+ SKueFi_,(w) — jo(1 — jew)Fy_,(w) + jo(jew)Fy_y(w) — joefi_(w) =0,

and

N 9fw) .
jo Y, =55 + SKu(jw)Fe(w) — KuFie(w) + SKpt fie(w) = 0. (12)
k=0
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Under limit ¢ — 0, system (11)-(12) is written as

K-1
—SKuFy(w) + jofy(w) + uR W) +y Z F(w) Z T, + Y fr(w) = 0,
— (SKu + kp + 7)F(w) + jof,(w) + JGJka_l(w) — jofi_1(w) + SKuF,_;(w) +

K-1

) + (k + Duli(w) +y Z o (W) + y7g 1 fg(w) =0, k =1..K - 2,
v=k+1

—(SKu + (K — D + y)Fg_1(w) + jofg (W) + jojwFg_,(w) —

— jofgo(w) + SKuFy_»(w) + Kufi(w) + ym fy(w) = 0,

— jwSKuFg(w) — (Ku + y) fy(w) + SKuFg_; (W) + jojwFg_;(w) = jofg_,(w) =0,

and
oy 30w
k=0
Let us express jofy(w) from the first equation of System (13):

+ Ku(Sjw — 1)Fg(w) + SKu fy(w) =

K-1
Jjofs(w) = SKuFy(w) — uF(w) —y Y, F(w) Z T, — Y fe(w).
k=1 v=k

From system (13), the following expressions can be derived

(13)

(14)

k-1
Jjofiw) = SKuB(w) — jojw Y Fw) = ((k + Dpt + P)Fyr (w) —
v=0
K-1
-y Z E,(w) Z 7T, — ¥ fr(w) Z 7, fork=1,K—2, (15)
m=k+2 v=m-k v=K-k
and
K-2
jofg(w) = SKuFg 1 (w) = jojw Y Fj(w) — (Ku + ) fie(w). (16)
v=0
K
Let us denote g = Y, 7,. Taking into account (15)-(16), we derive
v=k
K-1 K-1 K-1 K-1
Jjo )5 fiw) =~y 3 F(w)ge + 1)+ D) SKuFi(w) = Y kuF(w) -
k=0 k=2 k=0 k=1
K-3 K-1 K—1k-1

—yR(w) -y Z D Fn(W)gmoi — jojw Y Y Fj(w) — fy(w)SKpu.

=1 m=k+2 k=1 v=0

The last step is substituting all derived expression into Equation (14):

K-1 K-1 K-1
-7 2, Bw)(g + 1) + SKu ) F(w) —p ) kF(w) — yR(w) -
k=2 k=0 k=1

K-3 K-1 K

=72, 2, BaWgm_i — jwyFe(w) Y (v — 1)gy, + Ku(Sjw — 1)Fg(w) = 0.

k=1 m=k+2 v=2
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Substituting (8), we obtain

K-2 K-2
y (KM+7)FK(W)(gK 1+1)+J— Z Fr(w)gk - k(gk+1)__lu(K/"+7)FK(w)_J_ 2 YFg(w)gk i +

K-
K —
+ B ! 7o )(Ku + V) Fg(w) + = Z kyFe(w)gk 1 — jlayFK(w)gK_l -
K-3 K-2
Ku +
v, ( Ky }/)FK(w)gK 1-k — la D FK(w)gK—mgm—k) +
k=1 Jjo JO k42
K K
+ jyFe(w) Y (v = Dgy + jwyFi(w) Y (v — 1)gy + KSpjF(w) + Ku(Sjw — 1F(w) = 0.
v=2 v=2

After some mathematical transformations, we obtain a differential equation for function Fx(w) of
the following form:
Fe(w)a + jo(1 — jwp)F'(w) = 0, (17)

where
(K —1)?
K

2
+7g_ + 27 + 1) + IZ—ﬂ(K(b - 1) +3mg_ +4ng +2 — C),
K

d
oc=o/3+,u+y(b+ +27TK_1+37TK+§>—KL#(fZ+b+

(18)
5=S+KL’MZ(k—1)gk’ Ja= ZgK 18k> 8k = Zﬂw
K—2 k=2 x, K-3"
d= Y kgk-isCke2= 2 Ek-m Z 7Tp, C = 2 (fiaz + Cra2)-
k=0 m=k+2 n=m-k

The solution to the equation (17) is

R

Fe(w) = (1= jwg) °.
Turning up the asymptotic notation, the characteristic function of the number of calls in the orbit
u
H(u) = FK(E) +0(e).

In this way, we finally conclude that the asymptotic characteristic function of the number of calls
in the orbit of the considered model under a heavy load condition

=) = (1- 22) @9

has the form of the characteristic function of the gamma distribution with parameters a and 3 defined
by (18).

3.1. Special cases

As mentioned above, the studied retrial queueing system with 7-defeat generalizes models considered
previously in [20, 21]. So we can compare the asymptotic results in two special cases:

1. Model with single destruction: 7; = 1 and 7, = 0 for k = 2,K.
2. Model with disasters in the service unit: 7x = 1and 7 = 0fork =1,K — 1.
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Figure 2. Exact and asymptotic probability distributions for o = 0.99

By substituting the corresponding values of 7, into (19) the following corollaries can be formulated
(which coincide with [20] and [21]).
Corollary 1. The asymptotic characteristic function of the probability distribution of the number

of calls in orbit in RQ M/M/K with single destruction of negative calls has the form of the gamma
distribution function (19) with parametersa = u+y+o, =1, S=1+ KL/,(

Corollary 2.1t can be derived from (19) that the asymptotic characteristic function of the probability
distribution of the number of calls in orbit in RQ M/M/K with disasters in the service unit has the

form of the gamma distribution function (19) with parameters § =1 + V(IZ{—;D, S=1+ ﬁ,

_ rEDEHy(K-2) r(K*+K—4)

a=0f+u+y2K-1) X K

Note that we have proved that the asymptotic distribution under a heavy load has a gamma form for
all cases.

4. Numerical analysis

To analyze the range of applicability of the proposed asymptotic method, we numerically compare
asymptotic distribution PZ(i) and exact distribution P(i) obtained using a numerical algorithm for
various values of the system parameters.

As a measure of the asymptotic method accuracy, we use the Kolmogorov distance:

A= .

> PZ(n) - P(n))
n=0

As an example, we present the calculation for the following values of system parameters:
p=099-S, u=1,y=0.01, c=5, K=5, 7 =[0.247 0.603 0.101 0.045 0.004]

From Figure 4, we can see that the exact distribution has the value of the zero state probability
(P{i(¢) = 0}) much greater than others P(i). This is the main feature of the model for quite large values
of y (negative calls arrive more frequently and more calls are deleted).
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Table 1
Kolmogorov distances for various values of the parameter p

y = 0.01 ¥ = 0.001 ¥ = 0.0001
p=099-S 0.120 0.026 0.016
p=098-S 0.120 0.041 0.034
p=097-S 0.06 0.053 0.052

In this way the approximation has a quite big error in the point i(f) = 0 (4 = 0.120, Table 1), while if
we analyze the entire remaining range of i(t) > 0 (excluding the zero point), the Kolmogorov distance
does not Z A < 0.01. Unfortunately, it is not possible to analytically estimate the probability R from

i#0
System 1 (;ér by the asymptotic analysis.

The results of the comparison of distributions for different values of are presented in Table 1 and
Figure 4.

From Table 1, it can be concluded that the accuracy of the approximation increases as the system
load increases and a negative arrival rate decreases.

5. Conclusion

In this study, a multiserver RQ-system with 7z-defeat is considered as a mathematical model of cloud
services. The asymptotic analysis method under a heavy load condition is applied. It is proven
that the asymptotic characteristic function of the distribution of the number of calls in the orbit
has the form of the gamma distribution function with the obtained parameters. A formula for the
system throughput is obtained. Numerical analysis is presented, demonstrating the accuracy of the
approximation.
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ACMMNTOTUYECKUA aHA/IN3 MHOIOJIMHEeNHOM RQ-cuctembl
C 7T-NOPAXKEHUEM B YC/I0BUM 60/1bLLION 3arpy3KuU

H. M. MenowHwukoBa, E. A. ®égoposa

HauunoHanbHbI nccnepoBaTenbCckmii TOMCKUIA FOCYLapCTBEHHbIN YHUBEPCUTET, Np. JIeHUHa, 4. 36, TOMCK,
634050, Poccuiickas depepaums

AHHoTaums. B paGoTe ncciefyetcs MHOronrHeHas RQ-crucTeMa ¢ 7-mopakeHHeM Kak MaTeMaTHYecKas MOAeNb
006J1a4HBIX CepBUCOB. Ha BX0J CHCTEMBI IIOCTYIIAET [IPOCTEMIINI IIOTOK «II0JIOKUTENbHBIX» 3aBOK. B cucreme
KOHEYHOE YHCJI0 00CIIYKUBAIOIINX IPUOOPOB, BpeMst 0OCIIy>KUBAHUS 3asBOK Ha IIPUO0OPax paclpereseHo 1o
9KCIIOHEHIIMaJIbHOMY 3aKOHY. Korza Bce IprOOopsI 3aHATHI, 3asiBKH IIOCTYIAOLINE B CUCTEMY [IEPEXOAAT Ha
OpOUTY, I7ie OCYILECTBIISAIOT CIyYaiHyIo 3aepKKy. IIociie ocylecTBIEHUS 3aI€PXKKHU, 3asiBKU C OPOUTHL 06pa-
AIOTCS K 610Ky OGCIIyKUBAHUS COIIACHO ITOJIUTHKE MHOKECTBEHHOIO 0CTyIa. TaKKe B CHCTEMY [10CTyaeT
[IOTOK TaK HasbIBA€MBIX «OTPHIIATENbHBIX» 3asiBOK. OTpULIaTeIbHAS 3asiBKA HE HYXK/JAeTCs B 00CIyKMBaHUH:
IIPY MIOCTYIIEHUU OHA yAaIsAeT CIydaiiHoe YHUCI0 00CIyKIBAEeMBIX 3asiBOK. /I pacCMaTpPHBaeMOi MOZIeNN
3aIKCaHbl ypaBHEHMs KoIMOoroposa B cranioHapHOM pexknMe. [IpejiaraeTcs METoz aCHMIITOTHYECKOTO aHa-
JIM3a B yCJIOBUY OOJIBIION 3arpy3KHU [J1s HAXOXK/EHHs CTAllIOHAPHOTO paclpesesieHNsl BEPOITHOCTeH Jucia
3as1BOK Ha opOuTe. [IpeficTaBIeHbI Pe3yIbTaThl YHCIEHHOIO aHAIN3a.

KnioyeBble cnoBa: MaTeMaTU4YeCKoe MoJesnpoBaHME, CUCTeéMa MacCOBOI'oO 06CJ'Iy)KI/IBaHI/IH C IIOBTOPHBIMHU
BbI3OBaMU, OTpULaTe/IbHbIE 3aABKU, aCUMITOTUYECKUN aHaIus, GoJbIas 3arpys3ka



