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O6naunbie BeuncieHus (cloud computing) SBASIOTCS CETOMHS OAHOM W3 CaMbIX aKTHBHO
pa3BUBacMbIX M MHHOBAllMOHHBIX CETEBBIX TEXHOJOTMH. B COOTBETCTBMM C MOJEINBIO,
pexomenaoBanHoi HannonansusiM MHCTHTYTOM cTanmapToB U TexHosoruil (National Institute of
Standards and Technology, NIST) moxg o06Ja4HBIMH BBIYHCICHHUSIMH TTOHUMAETCS MOIETh
MIPEIOCTABIIEHUS IOBCEMECTHOT'O, YIOOHOTO CETEBOrO JI0CTYIA «I10-TPEOOBAHHIO» K Pa3AEIIEMOMY
nyly KOH(UIYpUPYEMBIX BBIYHUCIUTENBHBIX PECYpCOB (HApUMep, CETH, CEpBEphl, MaMSATH,
NPUIIOKEHUS M CEPBUCHI), KOTOPBIE MOTYT OBITH IMPEIOCTaBIECHBI U OCBOOOXKIEHBI B KOPOTKHE
CPOKH C MHHHMAJIbHBIMU YCHWIMSAMH B YIPaBICHUU WIM C MUHMMAJIBHBIM B3aMMOJICHCTBHEM C

MOCTaBIIMKOM yciryru [1].



B Hamre BpeMsi MHOTHE KOMITAHUW OTpaHHYEHBI B (PMHAHCOBBIX pecypcax, B pe3ysibTaTe Yero
UM TIPUXOAUTCS PeIiaTh MPoOJieMy ONTUMHU3AINH 3aTpaT. B Takux cirydasx 0OJauHbIe BHIYUCICHUS
CTaHOBSTCS MIPEKPACHBIM PEIICHHEM TOU MpoOIeMbl: PHOOpeTas 00JaYHbIC CEPBUCHI, KOMIIAHUSIM
He 00s3aTeNIbHO TPaTHTh OOJNIBIIME CPEICTBAa HAa CO3/IaHUE COOCTBEHHBIX IIEHTPOB OOPabOTKU
JaHHBIX, JMIICH3MOHHOE MPOrpaMMHOE oOecrieueHre W KBAIM(UIIMPOBAHHBIN mepcoHan. Ho mpu
BCceM yn00CTBe, TaHHOE MPEUMYIIECTBO MPHUBOIUT K BOSHHMKHOBCHHIO HOBBIX aKTyalbHBIX YIpO3
WH()OPMAIIMOHHONW OE30MaCHOCTH, CBS3aHHBIX, MPEXKIE BCETO, C YMEHBIICHHEM BO3MOXHOCTH
KOHTPOJISL MPOLECCOB  00paboTKM wuHGpOpMAIMKM, a TaKke C JUHAMUYHOCTBIO MOJIEIU
NpeoCTaBIeHUsT pecypcoB. Takum o00pa3oM, NpU BHEAPEHUM M TIEPEXOAC Ha HCIOIb30BAHHE
00JauHBIX BBIYMCICHHNA BO3HUKAECT NPOTHUBOPEYHE MEXKAY YBEeIUYeHHEM 3(P(HEKTUBHOCTH
OCHOBHBIX TPOHM3BOJACTBEHHBIX MPOIIECCOB B KOMITAHUU — C OJHON CTOPOHBI, © BO3HUKHOBEHUEM
HOBBIX YIP03 UHPOPMALIMOHHON O€30MAaCHOCTH — C APYrOi CTOPOHBI.

OcHoBHas crnenuduka OOJAYHBIX TEXHOJOTMH 3aKJII0YaeTcs B TOM, YTO BMECTO
MIPEIOCTABIICHUST «CBHIPBIX» BBIUMCIIHTEIBHBIX PECYPCOB M PECYPCOB XPAHCHHUS, IMPEAOCTABIISIFOTCS
0oJs1ee aOCTpaKTHBIC PECYpPCHI B BHJIE CEPBHUCOB [2].

B uacTHOCTH, K OCOOCHHOCTSIM OOJIAUYHBIX TEXHOJOTHH MOXHO OTHECTH CIICIYIOIINE
MOMEHTBHI.

Bo-niepBeIX, oOnadHbIC BBIYHCICHUS (OKYCHPYIOTCS Ha TOIXOJE «BCE KaK CEpPBUCH.
[TprdeM, HCKITFOUMTENHHO HA IDIATHOM IMPEAOCTABICHHH BBIYHCIUTEIBHBIX PECYpCOB KOHEUYHOMY
nonb3oBarento. OIHAKO pecypchl MPENOCTaBIsIeTCS IO Mepe HaJ0OHOCTH, YTO TIO3BOJISAET
CYIIECTBEHHO COKPATUTh PACXOJIBI.

Bo-BTOpBIX, crcTeMbl, (QYHKIIMOHUPYIONIKNEC HA OCHOBE OOJAYHBIX BBIYHCICHHUH, CTPOSTCS
TakuM 00pa3oM, 4TOOBI IPEIOCTABIIATE HHTEP(PEHCH KOHSYHBIM ITOJTH30BATEISIM Yepe3 BeO-I0CTYII
win  nocpenctBom APl. Takoe moBbIlIeHHE YpOBHS aOCTpakiMKd TIO3BOJISET OOECIEeUUTh
MPUMEHEHHE O0JIaYHBIX BHIUMCICHHM, KaKk Ha YPOBHE OTJENbHBIX MOJIb30BaTENeH, TaK U HA YPOBHE
KOPIIOPaTHBHBIX KIIMEHTOB.

B-TpeTbux, TeXHOJOTHS OOJAYHBIX BBIYHCICHUH TIOCTPOCHA Ha 0a3e TEXHOJOTHUU
BupTyanu3anuu. OHa MO3BOJIIET THOKO pa3/esaTh U TapaHTUPOBATH PECYPCHI, MPEAOCTABIATh UX
o TpeOOBaHUIO M KOHTPOJHUPOBATH WX HCMONb30BaHUE. C MOMOIIBI0 BUPTyaAIU3allMd BO3MOXKHO
CO3/IaHWE W30JIMPOBAHHBIX BUPTYAIBHBIX OKPYKEHUH, KOTOpPBIE pPEaM3yIOT OIpeIeiICHHBIC
CEPBHCHI, a TaK)KEe BO3MOXKHO pa3JIelIecHue PeCcypcoB (CeTh, YCTPOHCTBA XpaHEHHS) HA JIOTHISCKOM
ypoBHe 1151 0oJiee THOKOTrO yIpaBieHHs.

B mocnennee BpeMs CYIIECTBEHHBIH pPOCT KOMUYECTBA IIeJICHANPABIEHHBIX aTak Ha
KOpPIOpaTUBHBIE MHOPACTPYKTYPHI (B TOM YHCJIE€ WHTETPHUPYIONIUE OOJIauHbIE Cpeabl) Tpedyer

YEeTKO MPOJYMaHHOM CTpaTeruy BHEAPEHUS HOBBIX TEXHOJOTUH 3auuThl HHGopMauuu. OAHUM U3
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JCWCTBEHHBIX TOJIXOMOB SIBIISIETCS HCIOJB30BAaHHWE CPEJACTB YIPABJICHUS HHIUACHTAMH U
coObITUsIMH  MH(OPMALIMOHHOW Oe30MmacHOCTH. B  YacTHOCTH, UIMPOKOE pacHpOCTpaHEHUE
MOJIYYMJIH aBTOMAaTU3UPOBAHHBIE CUCTEMBI OOHAPYKEHUSI KOMITBIOTEPHBIX aTak. Cpear HUX MOKHO
BBIIEJINTH Takhe cucreMbl, kak Snort, Bro, OSSEC, STAT u Prelude. B o0miem Buze Bce cCUCTEMBI
oOHapy)KEHHsI aTaK MOXHO pa3/Ie/inTh Ha JBa kiacca — network-based (NIDS) u host-based (HIDS).

NIDS-cuctemsr (mpumep, Snort, Bro) ocHoBaHBI Ha NMPUHIUIIE aHAJIN3a CETEBBIX MAKETOB
JNaHHBIX. Takue CHCTeMBI MPOCMATPHUBAIOT CETEBOM TpadUK 3aIIUIIaeMOr0 CETEBOIO CErMEHTa,
3aluIas TeM CaMbIM BXOJISIIIKE B ATOT cerMeHT uHpopMarmonHsie cucreMbl. NIDS-cucremsl, kak
MPaBUJIO, COCTOAT M3 JIEKOJAEpa IIAaKeTOB MAaHHBIX, sipa OOHAPYKEHHsI aTak M TOICHCTEMBI
oroBenicHU. Jlekogep MakeToB OTBeYaeT 3a cOOp JaHHBIX, IEpelaBaeMbIX IO ceTH. Smpo
OoOHapyKXCHHsI aTaKk KOMIWIAPYET HM3BECTHBIC CHCTEME CHTHATYphl U AaHAIU3UPYET IMepeIaHHbBIC
JICKOJICpOM JlaHHbIE HAa HAJMYME B HUX CHUTHATYp aTak. [Ipu oOHapyKEHHHM aTaku CO31aeTcCs
COOBITHE JUISI TTOACUCTEMBI omnoBemieHuit. Ha pucyHkax 1 u 2 mpuBeneHbl 0O0OOLICHHBIC CXEMBbI

apXHUTEKTYp CETEBBIX CHCTEM OOHapyKeHus arak Snort u Bro.
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Puc. 1. O6o01ieHHas apXUTEKTypa CUCTEMBI OOHapYKEeHHUs atak Snort.
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Puc. 2. O6001ieHHas apxXUTeKTypa CUCTEMBI OOHapyKeHus aTak Bro.



HIDS-cucremsr (Hanpumep, OSSEC, STAT) ananu3upyroT nHGOpMAIKIO, pacioI0KEHHYIO
B KOHKPETHOW MH(POPMALMOHHOM cucTeMe. Takoe pacoyioskeHHe MO3BOJISET ONPEAEIITh TOJIBKO T
CHCTEMHBIC TIPOLIECCHI, KOTOPbIE MMEIOT OTHOILICHHE K KOHKPETHOM aTake, YTO IMOBBIIIAET
s¢dexkTuBHOCTS PabOThl cUcTeMbl. CHUCTEMBI 3TOr0 THIIA, KaK MPAaBUIO, UMEIOT MOJAYJIbHYIO
CTPYKTYpPY, COCTOSIIIIYIO M3 MOJYJIeil aHanu3a Jor-¢gailioB onepanuoHHONW CUCTEMBbI, OOHAPYKEHHS
PYTKUTOB B CUCTEME, KOHTPOJIS IIEIOCTHOCTH CUCTEMHBIX (aitoB u T.1m. OnHako Bce yrpo3sl HIDS-
CHCTEMBbI OOHAPY>KUBAIOT HA OCHOBE M3BECTHBIX UM CHTHATYp, YTO JIEJIAeT UX, C 3TOM TOYKHU 3pPEHUS,
noxoxuMu Ha NIDS-cuctembr. Ha pucynkax 2 u 3 mpuBeaeHbl 0000IIEHHBIE CXEMbI apXUTEKTYP

ceTeBbIX cucteMm oOHapykeHus arak OSSEC u STAT.
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Puc. 3. O6o0uieHHast apxutekTypa cuctembl o0Hapyxenus atak OSSEC.
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Puc. 4. O6006mennas apxutekTypa cuctemsl ooHapykenus atak STAT.

Kpome Toro, ecte M cucTteMbl, coderaroniyue B ceOe (yHKIMOHAJ, XapaKTepHBbIM Kak s
CETEBBIX, TaK U JUIS Y3JIOBBIX CHCTeM — THOpuIHBbIE cuctembl oOHapyxkeHus atak (Hybrid IDS).
ITpumepom Takoit cucremsl siBisiercs cucreMa Prelude. OHa 1mo3BosisieT OTClIEKHUBATh AKTUBHOCTh
KaK Ha YpPOBHE BBIYMCIIUTEIBHOW CETH, TAK M HA YPOBHE OTAEIBHBIX y3i10B. CHcTeMa HMeeT
pacnpeieNieHHYI0 apXUTEKTypy U BKJIIOYAaeT B ce0si CETEeBbIE CEHCOpHI (aHATM3HUPYIOT JaHHbIE Ha
YpOBHE CETH MCIIONb3ys METO/Abl CUTHATYpHOTO aHalu3a) M Y3JIOBble (QaHAIU3HPYIOT JIOT-(ailiibl
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OC). DTu ceHCOpbl TEHEPUPYIOT coOOIIeHNus 00 OOHAPY)KCHHH aHOMAJIWUN W OTHPABISIIOT HX
MOJYJISIM  VIpPaBIeHUS (PETUCTPUPYIOT H AHAIM3UPYIOT COOOIICHHS, 3aTeéM TEeHEPUPYIOT
BO3MOXXHYIO OTBETHYIO PEaKIUI0 CHUCTEMBbI Ha araky). OO0oOmieHHas apXUTEKTypa CHCTEMBI

oOHapyxenus atak Prelude nmpencraBiena Ha pucyHke 5.

CeTeBble Y3noBble ceHcopbl
CeHcopbl

Mogaynu ynpasneHus
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Puc. 5. O600meHHast apXUTEKTypa CUCTEMBI 0OHapykeHus artak Prelude.

Takum 006pa3oM, MOXHO TOBOPUTH O TOM, YTO 00a PaCCMOTPEHHBIX THUIA CUCTEM, TaK HIIU
MHa4ye, OCHOBAHbl HAa CHUTHAaTYPHOM METO/I€ OOHapyKEHHUs aTak, a 3HAa4uT, 00JIaJaloT KpaiiHe
HU3KOW a/JalTUBHOCTbIO K OOHapyXEHHI0 HOBBIX (HEM3BECTHBIX cHcTeMme) arak. Kpome Toro,
IpUHMMAss BO BHHUMaHuE CHEHUPUKY HHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHCTEM,
(YHKIIMOHUPYIOIIMX HAa OCHOBE TEXHOJOTHMHU OO0JIAYHBIX BBIYHUCICHHM, HEOOXOJUMO YYUTHIBATH U
yIrpo3bl LEJCHANpPABICHHBIX AaTaK, KOTOpble HApymalT (YHKIUOHUPOBAHHE IOACHCTEM
TUIEpBHU30pa, OTBEYAIOLIUE 3a TUIAHUPOBAHKE 3aJjad ¥ BepU(PUKALIMIO KOMaH/ Ha UX COOTBETCTBHE
TpeOOoBaHUSIM MH(POPMAIMOHHON Oe30macHOCTH. Takue aTaku CIOXKHO BBISBIATH U 3(PGHEKTHBHO
OJIOKMPOBATH UCIOJIb3YEMbIE MU KaHaJIbl HH()OPMALMOHHBIX BO3AEUCTBUM, TaK KaK 3TH KaHaJbl HE
JOCTYIHBI JJI1 KOHTPOJISI CO CTOPOHBI TOCTEBBIX ONEPAIIMOHHBIX CUCTEM. KpUTHYHOCTH 3THX aTak
00yCNaBIMBAETCs TAK)KE TEM, YTO UX pean3alysi MOXKET HaHeCTH yuepO He TOJIbKO KOHKPETHOM
rOCTEBOM crucTeMe, HO U Beel pusnueckoit ”HPOPMAIMOHHO-KOMMYHUKAIIMOHHON CUCTEME.

[lepcnekTHUBHBIM ~ cIOCOOOM — pelIeHHs JaHHOW TpoOieMbl  sBIsieTcs  pazpaboTka
aJlanTUBHOTO METOAa OOHapyXKEeHUs aTakK, KOTOpbIi obecreduT oOOHApy>KEHHE HE TOJIbKO
crnienu(UIHBIX Ui 00JauHBIX CUCTEM aTak, HO M HEU3BECTHBIX aTak. Iy co3/1aHus TaKOro MeToja
MOKHO BOCIIOJIb30BaTbCsl MaTE€MaTHYECKOM MOJIENbI0 HMCKYCCTBEHHBIX HEHPOHHBIX CETEH.
IToctpoennass Ha ux Oa3ze HeipocereBas cucTeMa OOHapyXKEHHs aTak OOydaeTcsi B TEUYCHHE
HEKOTOPOTO IMepHojia BPEMEHM, KOTJa Bce HaOJI0laeMOe TOBEIACHHE CUHUTACTCS HOPMAJIbHBIM.
[Tocne oOyueHus cucrema 3amyckaercsi B pexkume pacrnosHaBanusi [3]. B curyarmm, korga Bo

BXOJJHOM IOTOKE JAaHHBIX HE YJAeTCs paclo3HaTh HOPMAJIbHOE IMOBeIeHHUE, (UKCHpyeTcs (akT

5



ataku. Takoli MexaHU3M oOecrieurnBaeT 0OHAPYKEHUE HE TOJILKO YK€ U3BECTHBIX YTPpO3, HO U paHee
HEU3BECTHBIX YIPO3, HAMIPABIICHHBIX, B TOM YHUCII€ HA TUIIEPBU30P U UHBIE KPUTHUYHBIC JIJIS1 CUCTEMBI

KOMIIOHCHTBI.
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