BE3OITACHOCTD B YPE3BBIYAUHBIX CUTYAITUAX

SAFETY IN EMERGENCY SITUATIONS
—

YAK 004.051, 006.015.7, 519.718, 519.876.2
doi: 10.21685/2307-4205-2025-3-12

A TERNARY CONCEPTUAL FRAMEWORK OF CRITICAL
INFRASTRUCTURE RESILIENCE MANAGEMENT CYCLE

A.V.Masloboev

Putilov Institute for Informatics and Mathematical Modeling of the Federal Research Center
"Kola Science Center of the Russian Academy of Sciences", Apatity, Russia
a.masloboev@ksc.ru

Abstract. Background. The study considers hot-button issues of analysis and modeling of the critical infrastruc-
ture resilience cycle in order to engineering automated tools for management information support of the resilient func-
tioning of these complex multicomponent systems under triggering events of various nature and scale. Materials
and methods. The joint use of the process approach, the formal apparatus of ternary relations and the technology of
conceptual modeling provide a methodological basis for an integrated solution to the problems of analyzing the critical
infrastructures resilience cycle and synthesizing effective organizational and technical systems for situational manage-
ment of their resilient functioning. Results and conclusions. A triadic hierarchical model of a typical U-shaped critical
infrastructure resilience cycle, based on a conceptual definition of entities and ternary relations between them in the
form of a set of triads and modeling the process of maintaining the system resilience at different stages of situational
management, is proposed. The developed model provides the possibility of a pictorial systemic knowledge representa-
tion about the stages of critical infrastructure resilience management process by constructing chains of interrelated triads,
the analysis of which allows to identify new capacities and patterns of the system functioning when critical situations
occur, as well as to determine adequate measures and assets of ensuring resilience to improve the effectiveness of situ-
ational management. The results obtained can find application in the field of design automation of the ontological and
simulation models of critical infrastructure resilience intended for subsequent use in the development of intelligent in-
formation technologies for managing critical entities and infrastructure systems.

Keywords: system analysis, conceptual modeling, management, triadic model, life-cycle, resilience, critical in-
frastructure

Financing: the work was carried out within the framework of the State Research Program of the Putilov Institute
for Informatics and Mathematical Modeling KSC RAS (project No. FMEZ-2025-0054).

For citation: Masloboev A.V. A ternary conceptual framework of critical infrastructure resilience management cycle. Nadezh-
nost'i kachestvo slozhnykh sistem = Reliability and quality of complex systems. 2025;(3):119—134. (In Russ.). doi: 10.21685/2307-4205-
2025-3-12

TPUAAHAA KOHIEIITYAADHAS MOAEAD JKU3HEHHOTI'O
ITNKAA YITPABAEHUA JKU3HECITOCOBHOCTBIO
KPUTUYECKUX UHOPACTPYKTYP

A. B.Macao6oeB

WuctutyT MHGOPMATUKH N MaTeMaTHYeCKOro MojienupoBanust umenu B. A. IlytunoBa ®enepanbHOro uccienoBa-
Tenbekoro nexnTpa «Konbckuil HayuHbli neHTp Poccuiickoil akagemMun Hayk», Anatutsl, Poccus
a.masloboev(@ksc.ru

© Macnoboes A. B., 2025. KonTent nocrynen no munensun Creative Commons Attribution 4.0 License / This work is licensed under a Creative Commons Attribution 4.0
License.

119



HAAEXHOCTD 1 KAYECTBO CAOJKHBIX CMCTEM. 2025. Ne 3

AHHOTaUMs. AkmyansHocms u yeau. PaccMaTpUBalOTCS aKTyaIbHBIE BOIPOCH! aHATN3a M MOAETHPOBAHUS KH3-
HEHHOT'0 [IUKJIa )KU3HECIIOCOOHOCTH KPUTHYECKUX MH(PPACTPYKTYP C LIENbI0 pa3padOTKH aBTOMATU3UPOBAHHBIX CPEICTB
nH(GOPMAIMOHHON MOJAEPKKH yIPABICHHUS yCTOWYNBBIM (DYHKIIMOHUPOBAHMEM 3THX CJIOXKHBIX MHOTOKOMIIOHEHTHBIX
CHCTEM B YCJIOBHSX BO3HMKHOBEHMS HHHUIMUPYIOUIMX COOBITMH pa3iMdHON NpUPOABl M Macuitaba. Mamepuainvl
u mMemoOvl. COBMECTHOE PUMEHEHNE TIPOLIECCHOTO 1101X0/1a, (popMabHOTO anmapaTta TepHapHBIX OTHOIIEHUH M TeX-
HOJIOTUH KOHLENITYaJIbHOTO MOJEIHUPOBAaHNS 00ECIIEYNBAET METOJOIOTHUECKYI0 OCHOBY CHCTEMHOTO PEIICHHUS 3aJad
aHaJIM3a )KU3HEHHOTO IMKJIA )KU3HECIIOCOOHOCTH KPUTHUECKUX HH(PACTPYKTYp U cuHTe3a 3((EKTUBHBIX OpraHnu3aly-
OHHO-TEXHHYECKHX CHCTEM CHUTYAallMOHHOTO YINPABICHHS HMX YCTOHYUBBIM (YHKIHMOHHPOBAHUEM. Pe3yibmamul
u 6b16000b1. I1peioskeHa TpraaHas uepapxudeckast MoJieslb TUHoBoro U-00pa3Horo »XM3HEHHOTO IMKJIA XXHU3HECTI0C00-
HOCTH KPUTHYECKHX MHPPACTPYKTYpP, OCHOBaHHAs Ha KOHIENTYaIbHOM ONMCAaHUHM OOBEKTOB M TEPHAPHBIX OTHOIICHUH
MEXIy HUMH B BHJIE COBOKYITHOCTH TPHaJ U MOJEIHMPYIOIIAs Ipoliecc o0ecneueHuns )KU3HEeCTIOCOOHOCTH CUCTEMBI Ha
Pa3IMYHBIX 3Tallax CUTYAIlMOHHOrO yrnpasieHHs. Pa3paboTaHHas Mozens 00ecednBacT BO3MOKHOCTh HATTISIAHOTO CH-
CTEMHOT'0 IIPEACTABICHNS 3HAaHNH 00 3Tamnax rnpouecca yrnpaBJIeHUs! )KU3HECTOCOOHOCTBIO KPUTHIECKUX HH(PACTpyKTyp
3a CYET MOCTPOCHHUS IIEMOYEK B3aNMOCBSI3aHHbBIX TPUA/, aHAIIN3 KOTOPBIX M03BOJIAET BBISIBUTH HOBBIE CBOMCTBA U 3aKOHO-
MEPHOCTH (DYHKIMOHHPOBAHHSI CHCTEMBI B YCIIOBUSIX KPUTHUECKUX CUTYALlMi, a TAK)KE ONPENEIUTh a/IeKBaTHbIE MEPhI 1
cpencTBa oOecriede s JKU3HECTIOCOOHOCTH ISt TOBBIIIEHHS 3 (EKTUBHOCTH CHTYaIlIMOHHOTO YIpaBieHus. [loimydeHHbie
pe3yabTaThl MOTYT HalTH NpHMEHEHHe B cepe aBTOMATHU3alMK CHHTE3a OHTOJIOTHYECKHX W MMHUTAMOHHBIX MOJIENeH
AKHU3HECTIOCOOHOCTH KPUTUYECKUX MHPPACTPYKTYP, MPEeIHA3HAYECHHBIX /ISl HOCIEAYIOMEr0 NCTIOIb30BaHMs MIPU pa3pa-
0OTKe MHTEIUIEKTYTbHBIX HHPOPMAIIMOHHBIX TEXHOJIOTHI YIpaBJIeHHUS KPUTHUECKN BXKHBIMUA 00BEKTAMH M CHCTEMaMH.
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Introduction

Critical infrastructure is the interconnected networks of energy grids, transportation systems, water
treatment facilities, and communication networks forms the foundational backbone of modern society, na-
tional security, and economic prosperity. These systems are increasingly exposed to a complex and escalating
spectrum of threats, ranging from acute shocks like natural disasters, cyber-attacks, and geopolitical incidents
to chronic stresses such as climate change, aging assets, and operational obsolescence. The inherent interde-
pendency of these infrastructures means that the failure of a single node can trigger cascading effects, ampli-
fying disruptions far beyond their point of origin and threatening societal stability.

Crisis management and safety paradigms, which are often predicated on probabilistic risk assessment
and static protective measures, are proving insufficient to address this new reality. These approaches tend to
be reactive, focused primarily on hardening assets against a limited set of anticipated threats, and often lack
the adaptive capacity to evolve in the face of novel, unforeseen, or exponentially growing challenges. The
core problem, therefore, transcends mere protection; it is the problem of ensuring systemic resilience is the
ability to anticipate, prepare for, adapt to, withstand, and rapidly recover from disruptions in a dynamic and
uncertain threat environment.

This gap between conventional practices and contemporary needs requires a fundamental shift in man-
agement philosophy. The central problem this research work addresses is the absence of a unified, dynamic,
and cyclic framework for resilience management support that explicitly integrates the three main indispensa-
ble temporal dimensions of system resilience: (1) proactive anticipation of disruptive events; (2) operational
absorption of impacts during these events, and (3) transformative adaptation following events to foster learn-
ing and improvement of the system situational control.

Consequently, the development of a triadic conceptual model of the critical infrastructure resilience
cycle is presented as an urgent endeavor. This type of models is designed to formalize and orchestrate the
continuous recurrent interplay between anticipation, absorption, and adaptation, transforming resilience and
its situational management per se from a static goal into a dynamic, self-improving process.

Traditional risk management for critical infrastructures is often focused on response and recovery after
a disruptive event and managed within a single sector like energy or transport. Meanwhile, the triadic con-
ceptual models force a shift to a proactive, holistic mindset. By formally integrating anticipation, it mandates
preparedness and planning before a disruption occurs. Its cyclical nature ensures that lessons from the ab-
sorption and adaptation phases continuously feed back to improve future anticipation, breaking down organ-
izational silos. It is worth noting that disruptions are not single events, but processes with distinct phases:
before, during, and after. Traditional models often focus on one phase (e.g., response) at the expense of others.
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The triadic models allow fully overlapping the whole resilience cycle (anticipation-absorption-adaptation)
and provide a structured conceptual framework to allocate resources, develop capabilities, and assign respon-
sibilities for each phase explicitly. This ensures that preparedness is not neglected in favor of response, and
that post-event learning is not lost, but is formally captured to drive further system evolution.

A system that only withstands shocks, but does not learn from them is doomed to repeat its failures.
Static resilience is insufficient against evolving threats. The adaptation phase is the model's key innovation.
It institutionalizes learning and systemic evolution. By formally analyzing system performance after a dis-
ruption, organizations can move from simply "bouncing back" to "bouncing forward", notably, becoming
smarter, more robust, and more adaptable than before. This creates a learning loop that is essential for long-
term survival. Modern critical infrastructures are systems of systems. A failure in the power grid can crash
telecom networks, which can disable financial systems and hinder emergency response. A holistic triadic
conceptual model requires cross-sector analysis. When designing for anticipation phase, analysts must map
dependencies. During absorption phase, coordinated action across sectors is essential. Adaptation phase in-
volves updating protocols and infrastructure across interconnected systems. This systemic view is the only
way to prevent and manage cascading failures.

Limited budgets require strategic investment. Without a systemic model of the resilience management
cycle, spending can be misallocated, e.g., over-investing in hardening assets (anticipation phase) while under-
investing in response capabilities (absorption phase) or R&D for future threats (adaptation phase). The triadic
conceptual model provides a rational framework for decision-making. It allows policymakers and CI opera-
tors to identify gaps in each phase, conduct cost-benefit analyses for resilience investments across the entire
cycle, and justify spending on "soft" capabilities (e.g., training, exercises, data sharing) alongside "hard"
infrastructure (e.g., sea walls, backup generators).

Resilience is often discussed qualitatively. Therefore, triadic conceptual models help to manage what
is difficult to measure. A formal model, especially one with mathematical formalizations, allows for the de-
velopment of metrics and KPIs for each phase, i.e.: time to detect a threat, redundancy levels, preparedness
scores (for the anticipation phase); minimum operating capacity, time to stabilize, performance loss (for the
absorption phase); time to full recovery, percentage improvement in performance post-upgrade (for the ad-
aptation phase). This enables objective assessment of resilience and holds organizations accountable for their
performance throughout the cycle.

Resilience involves multiple stakeholders: government agencies, private critical infrastructure owners,
first responders, and the public. Confusion in roles leads to chaos during a crisis. The triadic conceptual model
serves as a coordination tool. It creates a common language and a shared mental model for all stakeholders.
It clearly defines who is responsible for what actions in each phase, streamlining communication and collab-
oration before, during, and after a disruptive event.

Engineering and analyzing triadic conceptual models for management support of the critical infrastruc-
tures resilience cycle is not merely an academic exercise. It is a strategic imperative for national security,
economic stability, and public safety. The importance stems from the severe limitations of traditional ap-
proaches and the unique advantages triadic models provide in addressing the complex nature of modern
threats. In essence, triadic conceptual models transform resilience management from an informal, reactive
practice into a formal, continuous, and proactive discipline. It is the difference between fragility (breaking
under stress), robustness (resisting stress, but potentially breaking under unexpected stress), resilience (bend-
ing, but not breaking, and then recovering), and antifragility (the goal of the triadic cycle is becoming stronger
and better adapted because of the stressors and disruptions encountered). For the critical infrastructures that
underpin our way of life, achieving this antifragile state is not optional. It is essential. The triadic conceptual
models provide the blueprint to shift from original fragility paradigm well-approved in safety sciences to the
novel antifragility philosophy in resilience studies.

This ongoing research work articulates the problem space of modern critical infrastructure vulnerabil-
ity, delineates the limitations of extant management models, and formally introduces the triadic conceptual
model as a necessary, holistic framework for governing resilience throughout the entire life-cycle of a dis-
ruption: before, during, and after an adverse event to ensure the resilient functionality and performance of the
vital services upon which society depends. Sequentially, this study is an expansion and adaptation of the
earlier research results [ 1-3] drawn in the field of regional security and critical infrastructure resilience man-
agement information and analytical support.

Material and methods

The background of this work is based on the related research materials of domestic and foreign studies
which contributed to the advancement of the modern theory and practice of ensuring reliability, stability,
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security of complex systems and risk management in general [4—10], as well as to solving problems in the
field of developing models, methods and technologies for situational management information support of
critical entities and infrastructures [11-26].

The methodology used in this research is based on the systems analysis of various events, factors,
processes, cause-and-effect relations in the field of studying the domain, subject and context of this work,
evaluation of the collected information, comparative and contrastive analysis, as well as conceptual modeling
of the research object (resilience management cycle and resilience in tote).

The carried out content-analysis of domestic and foreign scientific literature in the examined research
domain showed that most of the studies focus on considering general methodological issues of developing
the resilience concept and solving specific problems of situational management at individual phases of the
system resilience cycle in various sectors of critical infrastructures. These studies propose approaches to the
analysis, modeling and indicator-based assessment of the performance indices of individual elements and
phases of the critical infrastructures resilience cycle based on the preventive security analytics tools, risk
management, scenario and expert methods of decision support for managing the resilient functioning of given
class of systems. At the same time, issues related to the automation of poorly formalized phases of the resil-
ience cycle, including the initiation and progression of critical situations, risk anticipation and threat absorp-
tion, adaptation to the consequences of initiating events, as well as the organization of end-to-end resilience
situational management and the lack of any generally accepted normative document (e.g., an official agency-
level standard) regulating the development and relevant choice of tools for situational management of critical
infrastructures resilience in accordance with a particular life-cycle model (scenario) of the propagation of
initiating events caused by external or internal impacts on the elements and critical functions of these systems,
remain insufficiently developed from a scientific point of view. Known approaches to the structural analysis
and formalization of the resilience management cycle of critical infrastructures [12—26] are generally charac-
terized by high abstractness due to the lack of formal conceptual models that take into account the specific
features of ensuring the resilient functioning of critical infrastructures at various phases of situational control,
as well as insufficient complementarity due to the lack of a clearly defined conjugation with the adopted classi-
fications of potential accident facilities, critical entities and infrastructures (technical-organizational aspect).

Due to the imperfection of the regulatory and methodological base in the field of situational manage-
ment of the critical infrastructures resilience, each agent of management (security agency, owner of a critical
facility, operator of a situational center, etc.), responsible for ensuring the stable functioning of critical infra-
structures, are forced to solve these problems at different phases of the system resilience cycle by their own
efforts and means, guided by local acts, directives and their own regulations, which is not always well-
founded, reasonable and effective in the conditions of the onset of complex dependent failures that generate
chains of adverse, including unexpected events that initiate abnormal and emergency situations in the system.
A unified representation of the resilience cycle of critical infrastructures using formal conceptual models is
designed to improve the consistency and overall efficiency of the situational management of these complex
systems via automated processing and analysis of expert knowledge about the static and dynamic character-
istics of the safety and resilience of critical infrastructures elements and their interrelations comprised in these
models in order to identify the potential for such initiating events.

The conceptual and categorical apparatus of the study comprises the following concepts and definitions
[27, 28].

Vulnerability is considered as a characteristic of an element of the critical infrastructure design, imple-
mentation, or operation that renders it susceptible to disruption or destruction by a threat and includes de-
pendencies on other types of infrastructure. In other words, it is an indicator of direct risks and an intrinsic
property of something resulting in susceptibility to a risk source that can lead to the occurrence of hazardous
events with negative consequences for the critical infrastructure elements making it act adversely. Threat is
a potential cause of an unwanted incident in critical infrastructures, which can result in harm to a system in
the large, individuals or critical entities, the environment or the society.

A disruptive event (syn.: disturbance, adverse/undesired event, etc.) is a singular instance of a phe-
nomenon negatively affecting a system (critical infrastructure/entity) or its critical functionality which refers
to the ability of a system to provide predetermined essential functions. Disruptions lead to negative conse-
quences and decrease of performance. This implies that there is an actual (i.e., non-zero) exposure to the
event and that the system is not able to fully resist or absorb its impact. Disruptive events comprise all poten-
tial causes and risk sources of a loss of functionality of the critical infrastructure system, i.e.: natural hazards,
technical failures, human errors, extreme loads, and organizational issues, intentional malicious attacks, etc.
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A cascading failure or effect occurs when a disruption in one infrastructure causes the failure of a
component in another infrastructure or asset, which subsequently causes a disruption in another infrastructure.
Cascading effects are the impacts of an initiating event. An initiating (triggering) event is the first in a se-
quence of natural, accidental or intentional events that may affect one or several infrastructure systems.

An incident is a chain of disruptive events affecting multiple systems or its elements either in series or
spreading in parallel. Incident management is the management of appropriate measures to deal with a poten-
tial emergency situation characterized by high complexity, uncertainty and time pressure that could lead to
possible large scale damages and requires a specific organization and coordination to ensure the restoration
of the critical situation.

Generally, emergency means any critical situation which has or may have an adverse impact on people,
the environment or property and which may result in a call for assistance and protection. Crisis is a high level
emergency situation in critical infrastructure with high uncertainty that disrupts the core activities and/or
credibility of critical entities and requires urgent preventive and reactive actions. Crisis management involves
all processes (analysis, prevention, and preparation response plans for known and expected critical situa-
tions/scenarios) which aim at repelling the emergency and reducing the impact of crises and disasters. Crisis
and resilience management are very similar to each other in recurrent nature of the system situational control
and monitoring procedure.

Disaster is a serious disruption of the functioning of a community or a society involving widespread
human, material, economic or environmental losses and impacts, which exceeds the ability of the affected
community or society to cope using its own resources. Disasters are often described as a result of the combi-
nation of: the exposure to a hazard; the conditions of vulnerability that are present; and insufficient capacity
or measures to reduce or cope with the potential negative consequences. Disaster impacts may include loss
of life, injury, disease and other negative effects on human physical, mental and social well being, together
with damage to property, destruction of assets, loss of services, social and economic disruption and environ-
mental degradation.

For simplicity, upon further discussion the concepts critical/emergency situation, disruptive event, in-
itiating event being used will be identified.

The types and criteria of initiating events and emergency situations occurring in critical infrastructures
are considered in detail in the research works [11, 29-32].

All types of initiating events (critical situations) have one important detail in common: the initiation
process of each of them is hidden (non-obvious) in its matter and, as a rule, begins under normal conditions
as a result of accumulation of contradictions, sources of threats, defects and gradual degradation of the sys-
tem.

Based on the progression and propagation dynamics initiating events in critical infrastructures can be
conditionally classified as follows [2, 28]:

— the slowly progressing initiating events are critical situations when there is a sufficiently large float
time for adoption and implementation of preventive and reactive measures to mitigate the consequences of
destructive impact of such events on the system;

— the rapidly progressing initiating events are critical situations, the rate of intensification and spread
of which is limited, that provides a float time for making and implementing the managerial decisions aimed
at stabilizing the system or reducing the damage caused;

— the instantaneous initiating events when there is no float time for making operational decisions on
situational management.

The sudden-onset disruptive event is a disruption whose intensity builds up instantaneously (e.g., an
earthquake or a tidal flood). The slow-onset disruptive event is a disruption whose intensity increases over a
longer period of time (e.g., deterioration of components or increasingly harsher conditions due to climatic
changes). Meanwhile, a slow-onset disruptive event can still lead to a sudden collapse of performance (e.g.,
when approaching a bifurcation or tipping point). Whether the onset of a disruptive event is considered slow
or fast should depend on the time-scale of the considered critical infrastructure system, i.e., if the intrinsic
dynamics of the system are faster than the emergence of the event, the event should be referred to as slow-
onset [28].

Each of the listed classes of initiating events may be followed by cascading effects due to the interde-
pendence of critical infrastructure systems and their elements. Rapidly progressing and instantaneous critical
situations are the most typical for most modern critical facilities, entities and infrastructures. For effective
situational management of such events at all levels of decision-making (strategic, tactical and operational),
appropriate methods and tools of information and analytical support are required.
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Reviewing the known definitions of resilience concepts and its usage for critical infrastructure systems,
it should be noted that three backbone resilience capacities (absorptive, restorative, and adaptive) are at the
center of the systems-of-systems approach to analyzing and managing critical infrastructures subject to their
interdependencies, and are linked with the various stages of typical critical infrastructure response cycle to
disruption (before, during and after the disruptive event). In terms of the systems approach a resilience cycle
corresponds a conceptual sequence of phases in the unfolding of a disruption, in which some capacities and
actions are more important than others (see resilience phases in Fig. 1).
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Fig. 1. Critical infrastructure resilience cycle and its main phases across domestic
and foreign studies using the performance curve (adopted and extended from [28])

Typically, it includes a anticipation/preparation/prevention phase, an absorption/response phase, a re-
covery phase. After the recovery phase, an adaption phase might take place, during which the system learns
from the disruption and integrates the lessons learned, making it more resilient towards the next disruption.
For simplicity, the resilience cycle assumes that disruptions do not overlap, and that the main effects of a
disruption on the functioning of the system accumulate in a single, concise time span. It is clear, however,
that the resilience capacities can only in part be mapped to the phases. For example, learning and anticipation
are needed throughout the entire cycle, not only in their respective phases [28].

There is considerable variation in terminology concerning the different phases a system goes through
during the unfolding of a disruption. A popular way to illustrate this resilience cycle is via an idealized per-
formance curve, which typically starts shortly before a single disruptive event and ends after the system has
recovered from the associated impacts. The curve is conceptually divided into successive phases, which are
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named differently depending on the domestic and foreign studies (Fig. 1). Most authors name the phases in
accordance with the resilience process that typically takes place during that time. Some refer to the resilience
capacity that is thought to be most important during the corresponding time period. Others distinguish the
phases based on the current state of the system or the progression of the disruption [28]. Despite all these
differences in the naming, among researchers using the performance curve for illustrative purposes, there is
a consensus on the general order and duration of the phases (Fig. 1), i.e., the start and end time points of the
phases are largely consistent across studies. As noted in [28], the other ways to conceptualize the succession
of resilience-constituting phases or processes exist, especially among frameworks which emphasize a sys-
tem’s ability to adapt. Notable examples in this regard are the Holling adaptive cycle [8] and the approach
proposed in [33, 34] which comprises the recursive phases of sensing, anticipating, adapting, and learning.

Results and discussion

At present, various information and analytical support tools aimed at preparing guidelines for decision-
makers are being developed for effective situational management of critical facilities, entities and infrastruc-
tures. Recommendations are usually elaborated through scenario analysis and forecasting possible variants
of disruptive event propagation in these systems and aggregation of heterogeneous operational and historical
data retrieved from various sources. These actions are performed on the basis of certain formal models that
allow to study the structure and capacities of the controlled objects, as well as to describe the functions and
relationships between the elements of the situational management system and the processes progressing in it.
Such formal models serve as an intermediate between the mental representations of experts in problem do-
main and the developed management information technologies and allow to fully or partially automate the
engineering process of the proper software tools for decision-making support.

From the process approach [35] point of view, the situational management cycle of the critical infra-
structure resilience under adverse events, emergency and abnormal situations can be described as an assigned
sequence of performing certain control problems/functions, each of which corresponds to a specific phase of
the resilience cycle. The cycle duration consists of the total time of the initiating event impact on the system
and its adaptation to new operating conditions. The cycle is an iterative process (transition/recurrence of
initiating events and operating scenarios over time), during which certain types of resources are consumed to
restore the normal operability of the system after a failure or destructive impact of external factors, and a
related set of functions and operations grouped by a certain attribute/criterion and aimed at increasing the
adaptive capabilities of the system are implemented. In this case, for each cycle phase a subprocess, source
materials and information, executive agents, regulations and process execution procedures, as well as its out-
puts are assigned. The time schedule for implementing the situational management functions of system resil-
ience describes the time frame and sequence of the operations and program activities defined at the appropri-
ate resilience cycle phases of the system, and is represented in the form of a network structure as a rule. Then,
in general, a system resilience cycle model is understood as a structured graphical description of a network
of interconnected processes and/or functions/operations that reflect the logical structure and technical-organ-
izational aspects of system functioning, as well as the mechanisms of interaction between agents and objects
of resilience situational management.

In this interpretation, the formal model of the system resilience cycle can be represented as a graph of
control functions aimed at maintaining and supporting the resilient functioning of the system when an initi-
ating event occurs:

RLC =G(CF',cf,,cf,. E, S, ES, ECF, R, ER),

where CF' = {c ij} 1 :L_n, j=1,m is a set of nodes (resilience management cycle phases), each of which

corresponds to the one or more resilience control functions cf, ={ cf; (r,.j,t,.j) } , depending on the resources

r; and the time 7, necessary for its implementation; n is the number of cycle phases which in the most

y

simple and general case is equal the number of control functions m implemented at the i -th phase of system

resilience cycle. Then, RLC = U {Cff},« is a process which comprises a set (composition) of control functions;
i,j=1

cf, and cf, are the input (e.g., “Monitoring” or “Understand risks” phase) and output (e.g., “Learning” or
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“Evaluation” phase) nodes, respectively; E is a set of control edges, such that
Vj,ke CF U{cf,,cf,}:(j.k)€ E, if a situation is possible when the control function ; will be performed

after the control function & is performed; S is a set of nodes corresponding to the agents/entities of resilience
situational management, performing certain functions within the resilience cycle phases (S N CF = Q , where

Q is an empty set); ES is a set of subordination edges, such that Vj,ke S:(j,k)e ES, if the agent of
management & is subordinate to the agent of management ;; ECF is a set of function performing edges,

such that Vje S,ke CF :(j,k)e ECF , if the control function £ can be performed by the agent of manage-
ment j; R= {rq (Vol,Typ,C )} ,q = 1,/ is a set of resources different types necessary for the support and im-

plementation of resilience management cycle phases; Vo! is the volume of the ¢ -th resource available for
the implementation of preventive measures when managing the critical situations that have arisen; Typ is the
type of the g -th resource; C is the cost of a unit of the ¢ -th resource; ER is a set of weighted edges of
resource use such that Vj,ke R,ke CF:(j,k)e€ ER, if the control function ¥ when performing uses the
resource ; during allotted period of time (the weights are assigned by experts).

An independent phase of the process (resilience cycle) which is represented as a composition of control
functions, is illustrated in Fig. 2 and can be formally written as follows:

of, = f(IN*(CF),0UT"(CF),t),

where IN®(CF) is a set of input resources of the process implementing the i -th composition of control

functions; OUT"(CF) is a set of output resources of the process implementing the i -th composition of con-
trol function; ¢ is the time required to perform the i -th composition of control functions.

Learning
Shift to the Next Resilience Cycle
Single cycle phase
(subprocess)
g EVENT-TRIGGERED SITUATIONAL MANAGEMENT
¢ '
., aal .., |ezen o " - )
—_— efy . CF' =cf;f - CF CF CF . —
i
Problem w‘(c“ff'): { Anticipation, |OpT*(CF), | {Absorption, { Recovery, {Transformation, Post-event
by itoring, = P ion. = Resistance, = Restoration, 5 Impr t = evaluation, E—
Understand - Preparedness, | | Withstand, : Reaction, : Regeneration, - New event
—_— risks . g, ... } H - Mitigation, ... } A preparation  |—s
N (GF OUT"(CF),
_ JINU(GF), ; )
'

¥
Former Resilience Cycle

Tuning, support, maintenance

Risk Assessment and Treatment

Fig. 2. A schematic illustration of the phased system resilience control cycle in the context of process approach

The system model of the critical infrastructures resilience cycle is intended for the conceptual descrip-
tion and subsequent analysis of the system resilient functioning phases (risk anticipation, impact absorption
of the actuating threats, recovery, and adaptation) in the conditions of origination and propagation of critical
situations occurring in these infrastructures, as well as for identifying the causes of initiating events. The use
of the system model allows identifying and typifying the current phase of the critical situation progression,
assessing the resource costs for the implementation of preventive and reactive measures at this phase depend-
ing on the selected management scenario, and provides also the possibility to predict its dynamics at a quali-
tative level in the specified operating conditions. The formalized representation of the resilience situational
management cycle when an adverse event occurs in critical infrastructure facilities is based on the adoption
and applied adaptation of the regional security conceptual model developed in the course of previous studies
[1, 2] to the formal description and analysis of the process and modes of operation of this class of systems in
the context of its resilience.
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According to studies [6, 36], from the point of view of systems analysis, the conceptualization and
definition of the concept of a system is based on ternary relations or triads as three-element sets. A triad
reflects in some way the systemic law of the world structure: any triad comprises an infinite number of triads;
on the other hand, it can expand infinitely, since each triad is located inside an even larger triad. Systemic
triads are formed by three elements of the same level, each of which can serve as a measure of the combination
of the other two. Based on the triadic approach, the methodology for managing the critical infrastructures
resilience, by analogy with the methodology for ensuring the safety of complex organizational objects pro-
posed in [6], can be considered in three ways [6]:

— as a study of the sledding process towards a goal, i.e. the generation and connection of triads that
form the situational management cycle of the critical infrastructures resilience;

— as a study of the systemic logical organization of actors, entities, technologies and means necessary
to achieve the objective: ensuring the resilient functioning of critical infrastructure elements, i.e. maintaining
their resilience in the event of critical and emergency situations through effective situational management;

— as a study of the new knowledge producing and acquisition process based on existing approaches
in the field of safety and security of complex systems, i.e. designing an integrated conceptual framework that
combines methods and tools of information and analytical support used at different phases of the resilience
cycle.

Therefore, to design a conceptual model of the resilience cycle of critical infrastructures, it is proposed
to use a triadic approach to conceptual modeling of complex processes and systems [5, 36]. The apparatus of
triadic network models provides a visual representation and formalization of knowledge about the target,
structural, and dynamic operating characteristics of complex entities, possible scenarios and outcomes of the
appropriate systems and processes behavior. The triadic approach is well-used to model the life-cycle of
complex control objects of various natures, since it takes into account the cyclicality characteristics of the
system/process functioning and development.

Next, a ternary conceptual framework of the resilience situational management cycle of the critical
infrastructures shown in Fig. 3 will be designed and discussed. Each of the phases of this cycle considered
above will correspond to its own triad. The triadic conceptual model of the critical infrastructures resilience
cycle consists of a set of interconnected submodels, each of which is represented as a triad — a graph with
three nodes. The nodes correspond to the sets of objects of the model, and the edges — the relationships of
different types (e.g., functional, structural, etc.) between them. If necessary, the ends of the triads can be
connected to each other, forming new triads. Such a model representation is suitable and visual for the system
analysis of situational management processes and scenarios of the critical infrastructures resilience under
initiating of disruptive events.

Optimization of the entire process of situational management consists in the sequential design of an
effective system for ensuring the resilient functioning of critical infrastructures for all phases of the resilience
cycle based on the analysis, improvement and development of each triad.

As follows from Fig. 3, the situational control cycle of the critical infrastructures resilience is ultimately
represented in the form of a gradual expansion of triads nested within each other and forming an integrated
holistic triad in the form of a hierarchical system. The given number of levels is not exhaustive. Triads can
be expanded by supplementing with various resilience characteristics depending on the type of critical infra-
structures under examination, the event-driven scenario and/or the problem situation context, the selected
criteria, measures and dimensions of resilience, as well as the methods and tools of information and analytical
support used at the appropriate levels of situational management.

When forming triads, the following requirements must be met and fulfilled [5]:

—the components of triads must be interconnected by some relation (e.g., by activity category or by
functional dependence);

—the components of triads must be adequate and relevant to each other, i.e., fit to each other by some
principle and be mapped onto each other.

The first triad (77) expresses the needs for elimination and mitigation of the disruptive event that has
initiated or the threatening source of its occurrence in the functioning process of critical infrastructure. In this
case, there is a set of needs N associated with the elimination and mitigation of a set of initiating events DE.
For it, a set of strategies S for implementing preventive and reactive measures to mitigate the negative impact
on the system elements and functions of a set of initiating events DE, i.e. to satisfy the needs A, is determined.
In this case, one set can be mapped onto another:
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u,:N = DE,
w:N-=S,
u,:S— DE.
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The inverse mapping is also possible, e.g.: W,' : DE — S
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Fig. 3. Resilience cycle ternary conceptual framework for managing disruptive events in critical infrastructure systems

The second triad (722) forms on the basis of the set DE a set of goals G associated with the elimination
and mitigation of initiating events, and the set of problems P that must be solved in order to achieve the set
of goals G. Basically, the process of generating the first two triads is poorly formalizable and is implemented
on the basis of empirical data and expert knowledge, which are often enclosed in expert systems. The com-
plexity of synthesizing the set of goals G, reflecting the set DE, lies in the fact that the global goal of the
control system is hierarchical, dynamic, and the priorities of individual subgoals can change in an unforeseen
way when managing the progression and propagation of initiating events, which also largely depends on the
nature of the during and post event consequences at each phase of the system resilience cycle:

o,:DE -G,
o :DE—P,
o,:P—>G.

DE 4 G

a

P

The third triad (73) move up the set of goals G into a set of functions F that must be performed in order
to achieve the assigned management goals for eliminating and mitigating the consequences of disruptive events.
The specification of the set of goals G is carried out through the generation of a set of tasks 7"that reflect subgoals
in qualitative and/or quantitative terms, as well as in spatio-temporal terms. The set of functions F' that must be
performed to eliminate and mitigate initiating events comprises the functions of problem monitoring, opera-
tional planning, prediction, warning, handling, decision-making, treatment, adjustment, state diagnostics and
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analysis of critical infrastructure facilities, as well as scenario analysis of the progression and propagation of
disruptive events, effectiveness assessment of the implemented preventive and reactive measures (control over
the execution of adopted managerial decisions), estimation of costs, resource needs, etc.:

B,:G—oF, ot
BIZG%T, B B2
B,:T—>F.

T

The fourth triad (74) represents the need to determine an adequate set of functional systems FS (forces
and means of ensuring the system resilience) for the implementation and launching of a set of functions £
when a disruptive event occurs. In this case, each functional system must have a certain structure that reflects
the control algorithm it implements (a set of actions, competencies, etc.). Thereby, the problem of synthesiz-
ing a set of control algorithms/programs 4 and choosing such an algorithm that will best allow the resilience
situational management system to perform the appropriate function in terms of the selected efficiency criteria
for each phase of the resilient system functioning cycle arises. In this case, the functions ¥ can be performed
both in automatic and automated modes:

Yo:F > FS, q—t—g
YI:F%A’ 1 £] i £]
Y, A= FS.

A

The fifth triad (75) maps the set of functional systems F.S onto the set of organizational structures for
resilience situational management OS (compositions of elements of the set FS) through the set of models M
of these compositions. Each model (specification) of the functional system configuration represents specific
elements of its composition: agents/entities of resilience management (individual actors or even entire organ-
izations), resources, means, technologies, costs, needs, restrictions, etc. The problem of choosing a configu-
ration model for given conditions is formalized on the basis of configuration optimization according to the
selected efficiency criteria:

S, Os

A, :FS—O0S,

7\,1 FS > M ) A A

A, :M —OS.

M
The sixth triad (76) maps the set of organizational structures OS configurations of functional systems

(a set of interconnected management agents/authorities united by a common goal/task) onto a set of preven-
tive and reactive measures ME that must be implemented using a set of available facilities and assets FA.
When solving the problem of selecting forces and means, it is necessary that it be consistent and compatible
not only with the capabilities of the functional system FS and the competencies of the organizational struc-
tures OS (agents of management) using it, but also with the nature of the initiating event itself, as well as the
features of the measures being implemented to counteract its further progression and destructive impact on
the system:

¢, :0§ - ME,
0,:08 > F4,
¢,:FA— ME .

The seventh triad (77) forms a set of new states of the disruptive event propagation process (reinstated
capabilities of the system) RC based on a set of implemented preventive and reactive measures ME. In this
case, a shift to the next event and new operating scenario (regeneration and adaptation of the system) occurs.
These new states turn out as a result of targeted control actions on the initiating event progression process by
using a set of available resources R to manage the critical situation. In this case, the set of resources R is
selected both based on the situational management requirements by “just in time” principle taking into ac-
count spatio-temporal and other constraints in order to move the system from a critical state to a stable one,
and based on the requirements for reducing the risk of a new critical event initiation. This process is a direct
control of disruptive event, which consists in the targeted transition of a critical situation or a threatening
source of its initiation from one (critical) state to another (stable):
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MNy:ME - RC, ‘gq—2 4o
n,:ME—R, o b
n,:R— RC.

R
The eighth triad (78) maps the set of new situations RC onto the set of previous disruptive events DE
through the set of new state estimates SE, characterizing these situations for each phase of the resilience cycle.
The set of state estimates SE allows judging the effectiveness of the preventive organizational and adminis-
trative measures taken to eliminate the threats of progressing new disruptive events in the system. The effec-
tiveness estimation is carried out according to a scalar or vector criterion, characterizing the proximity of a
disruptive event to a situation with the required (desired) level of system resilience:

p,:RC — DE,
p,:RC — SE
p,:SE — DE.

The integration of the generated triads into a unified system conceptual model is shown in the top of
Fig. 3. Elements of the lower-level sets can be also connected to each other. In this case, new triads are
formed, which are the objects for further systemic research and analysis.

Thus, the management processes formalization of the critical infrastructures resilience under sudden
failures and adverse initiating events in the form of a triadic conceptual model provides the possibility of
integrating into a holistic system the main preventive activities of management agents and entities imple-
mented at different phases of the resilience cycle and associated with these processes. At the same time, the
proposed model provides a basis for analyzing and assessing the effectiveness of the selected program of
anti-crisis measures to achieve the global goal of situational management of the system resilience: minimizing
the risks of critical situations and mitigating their consequences to maintain the resilient functioning of the
system.

In fine, let’s discuss several challenges and limitations of triadic conceptual models intended for system
resilience cycle analysis and management support. First of all, when building such type of models, we meet
complexity in modeling and accounting interdependencies. Critical entities and infrastructures are deeply
interconnected (e.g., power grid failure disrupts water treatment and communications). Accurately modeling
these complex dynamic feedback loops within and between the all resilience cycle phases is extraordinarily
difficult. A change in one part (triad) of the model can have unforeseen consequences elsewhere when making
decisions under situational control. In addition, efficient use of such models is heavily dependent on historical
and on-line data, as well as its quality. For instance, adequate modeling of the anticipation phase requires
threat intelligence and predictive data, while absorption phase requires real-time operational data, and adap-
tation phase requires historical performance and failure analysis data. Integrating, representing and account-
ing these disparate data from various sources, often in different formats, within a triadic conceptual model
and ensuring their quality and timeliness is a massive technical and logistical undertaking.

The absorption phase requires rapid analysis of incoming data during a high-stress, time-critical event.
Developing simulation models and automated decision-support systems on the basis of triadic conceptual
frameworks that can quickly synthesize information and provide actionable recommendations to operators is
extremely challenging. Meanwhile, testing the resilience cycle through simulations (e.g., digital twins) re-
quires simulating not just the physical infrastructure, but also human operators, organizational procedures,
and external threats. Creating these high-fidelity multi-domain simulations is resource-intensive, but the re-
sources are finite both computational, and financial. At once, a core challenge is optimizing the investment
in resilience maintaining facilities across the all resilience cycle phases. Quantifying the return on investment
for proactive resilience measures is notoriously difficult, because their value is only realized if a disruptive
event occurs. The anticipation phase relies on predicting low-probability, high-impact events ("black swans"
or "gray rhinos"). The inherent uncertainty in these predictions can lead to either under-preparation or costly
over-preparation for scenarios that never materialize. Thus, investments in anticipation and adaptation (e.g.,
upgrading critical entities/infrastructure for a future earthquake) have high upfront costs with long-term, un-
certain benefits. This creates a misalignment with quarterly earnings reports or political terms, making it hard
to secure sustained funding and commitment.

Safety systems oriented to critical infrastructure protection are rarely designed from scratch. Imple-
menting a triadic conceptual model often means retrofitting it onto legacy safety systems that were designed
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for managing reliability, not resilience. These legacy safety systems may lack the sensors for monitoring
(hindering absorption phase) or the modularity for easy upgrades (hindering adaptation phase). Unlike reliability
or risk, which has more established and well-defined metrics, resilience is a multi-dimensional property.
Thereat, another problem consists in quantitatively measuring the ability of a system to adapt or its capacity to
anticipate, if it is really possible. Developing meaningful, universally accepted key performance indicators for
each phase of the resilience cycle and fully accounting it within a triadic conceptual model is a major hurdle.

Unlike more mature fields (e.g., environmental safety, cybersecurity, etc.), there are no universally
accepted standards for formally establishing and implementing a critical infrastructure resilience management
cycle. This lack of standardization perfection makes it difficult to compare practices, share lessons learned,
and develop best practices across industries. Besides, defining clear accountability and responsibility for each
phase of resilience management cycle within a complex, interconnected system like critical infrastructure is
legally and organizationally difficult. The need to take into account the influence of a human factor within
the all phases and levels of resilience management cycle adds specificity to the considered problem agenda.
Human factor in decision-making is subject to biases that directly undermine the used triadic, conceptual,
simulation and other classes of resilience management cycle models. Therefore, all these factors mentioned
above should be implemented within the state-of-the-art conceptual models and frameworks which form the
methodological basis for resilience cycle management support of complex dynamic systems such as critical
infrastructures and critical entities.

Conclusion

The application of the triadic approach to studying the issues of the situational management of critical
infrastructures resilience allows a systematic approach to the problems of modeling, analysis and automation of
this cyclic iterative process, namely, to generate the sequence of triads related to each other and aimed at achiev-
ing the ultimate goal — designing an efficient decision support system to maintain the resilient functioning of
critical infrastructures under the impact of multiple threats and the emergence of unforeseen events. The triadic
conceptual model of the resilience situational management cycle of critical infrastructures built using the appa-
ratus of ternary relations quite fully describes the hierarchical system of objects and methods for ensuring resil-
ience at various phases of the cycle. Thus, the application of the triadic approach made it possible not only to
systematically represent knowledge about the subject of inquiry: the resilience of critical infrastructures, but
also expanding and supplementing the constructed triads to identify new properties and patterns inherent in this
subject under examination. The following main results were drawn in the course of the study:

1. The issues of analysis, modeling and automation of the resilience cycle of the critical infrastructure
systems based on the combined use of conceptual modeling technology, a process approach and a formal
apparatus of ternary relations have been studied.

2. A diversification (expansion) of the application scope of the process and triadic approaches to the
problems of formalization, analysis and modeling of the resilience situational management cycle of critical
infrastructures has been proposed.

3. For the problem-solving of a comprehensive analysis of the critical infrastructure resilience cycle
and the synthesis of effective models of technical-organizational systems for situational management of its
resilient functioning, a triadic hierarchical model of the typical U-shaped resilience cycle of critical infra-
structures based on a conceptual description of objects and ternary relations between them in the form of a
set of triads and modeling the process of ensuring the system resilience at different phases of situational
management has been developed. The proposed model has a multi-level structure and is distinguished by the
completeness of the formal description of all phases of the system resilience cycle and the related processes
of situational management, which provides the possibility of automation and variability of the choice of ap-
propriate (relevant) measures and means for the effective maintenance of the stable functioning of the system
under the influence of adverse or undesired factors.

The drawn results can find perspective application in the field of engineering automation of the onto-
logical and simulation models of critical infrastructures resilience intended for subsequent use in the devel-
opment and path planning process of intelligent information technologies for the situational management
support of critical facilities and systems.
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